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Introduccion

Definiciones:

ACL: Define el acceso a cada una de las funcionalidades de Medulla en funcién del perfil del
usuario conectado.
Las ACL evolucionan con cada versién de Medulla a medida que se amplian las funcionalidades.

Perfil: Se define en la herramienta de ITSM y permite establecer las autorizaciones de un usuario
sobre una entidad.
Se definen 3 perfiles: Superadministrador, Administrador y Técnico

Restriccion: No hay diferenciacion entre el par perfil/entidad en Medulla. Si un usuario tiene
perfiles diferentes en distintas entidades, siempre se aplicara su perfil mas permisivo a todas las
entidades permitidas.

Configuracion:

Las ACL se configuran en el archivo:/etc/mmc/plugins/glpi.ini.local

Los 3 parametros son:
profile_acl_Super-Admin
profile_acl_Admin
profile_acl Technician

Pasos de configuracion:

1- En la lista, seleccione las funciones deseadas

2- Conjuga las ACL en una cadena continua y termina con /

3- Introducir la cadena en el archivo de configuracién del perfil deseado
4 - Reiniciar los servicios



Las ACL

Panel de control:

Feature
Dashboard - User widgets

Dashboard - On premise Super-Admin widgets

Creation of static groups from dashboard widgets

Inventario:

Feature
Inventory of machines

Paqguetes:

Read/ Write ACL

RO

RO

RwW

:dashboard#main#default
:dashboard#main#computersOnline_dashboard
:dashboard#main#successRate
:dashboard#main#agents
:dashboard#main#deploymentsLaunched
:glpi#glpi#glpi_dashboard
:glpi#glpi#antivirus_dashboard
-glpi#glpi#inventory_dashboard
-glpi#glpi#os_repartition_dashboard

:dashboard#main#default
:dashboard#main#space_dashboard
:dashboard#main#general_dashboard
:dashboard#main#backup_dashboard
:dashboard#main#product_updates_dashboard

-base#fcomputers#createStaticGroup
-baseffcomputers#createAntivirusStaticGroup
-base#fcomputers#createOSStaticGroup
-base#fcomputers#createMachinesStaticGroup

Read / Write ACL

RO

-base#fcomputers#index
-basef#fcomputers#machinesList
-base#fcomputers#ajaxMachinesList
-base#fcomputers#machinesListglpi
-base#fcomputers#ajaxMachinesListglpi
-base#fcomputers#xmppMachinesList
-base#fcomputers#ajaxXmppMachinesList
-basef#fcomputers#glpitabs
-base#fcomputersi#glpitabs#tab0
-base#fcomputersi#glpitabs#tab1
-base#fcomputersi#glpitabs#tab2
-base#fcomputersi#glpitabs#tab3
-base#fcomputersi#glpitabs#tab4
-base#fcomputersi#glpitabs#tabs
-base#fcomputersi#glpitabs#tab6
-base#fcomputersi#glpitabs#tab?
:base#computers#glpitabs#tab8
:base#computers#glpitabs#tab9
:xmppmasterfixmppmaste#machine_xmpp_detail
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Feature
Packaging

Packaging

Implementacion de paquetes:

Feature
Package deployment

Feature
Package deployment

Package deployment - Admin

Read / Write ACL

RO

RW

:pkgs#tpkgs#rulesList
:pkgs#pkgs#index
:pkgs#pkgs#detail
:pkgs#pkgs#pending
:pkgs#pkgs#tdesynchronization
:pkgs#pkgs#addRule
:pkgs#pkgs#editRule
:pkgsHpkgs#add
:pkgsHpkgs#edit
:pkgsHpkgs#createGrouplicence
:pkgs#tpkgs#delete

Read / Write ACL

RW

:base#fcomputers#igroupmsctabs
:base#computers#fmsctabs
:base#computers#start_command
:base#fcomputers#start_adv_command
:base#icomputers#fconvergence
:base#fcomputers#fconvergenceuninstall
:base#icomputers#packages

:kiosk#kiosk#add

:kiosk#kiosk#edit

:kiosk#kiosk#acknowledges
:xmppmasterf#ixmppmaster#wakeonlan
:xmppmaster#ixmppmaster#ipackageslist
:xmppmaster#ixmppmaster#popupReloadDeploy
:xmppmaster#ixmppmaster#irescheduleconvergence
:xmppmaster#txmppmaster#reloaddeploy
:base#ficomputers#igroupmsctabs#grouptablaunch
:base#ficomputers#msctabs#tablaunch
:xmppmaster#xmppmaster#consolexmpp
:XxmppmasterfixmppmasterdcustomQA
:xmppmaster#xmppmaster#editga
:xmppmaster#xmppmaster#deleteqa
:xmppmaster#xmppmaster#consolecomputerxmpp
:xmppmaster#xmppmaster#ActionQuickconsole
:xmppmaster#xmppmaster#ActionQuickGroup
:xmppmaster#xmppmaster#QAcustommachgrp

Read / Write ACL

RO

RO

:base#ficomputers#istatuscsv

:kiosk#kiosk#index

:xmppmaster#xmppmaster#index
:xmppmaster#xmppmaster#fauditmypastdeploys
:xmppmaster#xmppmaster#fauditmypastdeploysteam
:xmppmaster#xmppmaster#fauditteam
:xmppmaster#ixmppmaster#iconvergence
:xmppmaster#xmppmaster#fauditteamconvergence

:xmppmaster#xmppmaster#fauditdeploy
:xmppmaster#xmppmaster#fauditpastdeploys
:xmppmaster#xmppmaster#fauditconvergence
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Las ACL a continuacion

Imagenes:

Feature

Imaging

Read / Write ACL

RW

:imaging#fmanage#tsystemimageManager
:imaging#manage#isysprepView
:imaging#manage#profilescript
:imaging#fmanage#teditProfilescript
:imaging#fmanage#faddProfilescript
:imaging#fmanage#findex:imaging#manage#master
:imaging#manage#fmaster_remove
:imaging#fmanageffmaster_delete
:imagingtimanageffmaster_edit
:imaging#fmanageffmaster_clone
:imaging#imanage#isynchromaster
:imaging#fmanageffmaster_add
:imaging#manage#iservice
:imagingfimanage#iservice_edit
:imagingtimanage#iservice_del
:imaging#fmanage#iservice_add
:imaging#manage#iservice_remove
:imaging#manage#service_show_used
:imaging#imanage#bootmenu
:imaging#manage#tbootmenu_up
:imaging#manage#tbootmenu_down
:imaging#fmanage#tbootmenu_edit
:imaging#manage#postinstall
:imaging#fmanage#postinstall_edit
:imaging#manage#postinstall_duplicate
:imaging#manage#postinstall_create_boot_service
:imaging#manage#postinstall_redirect_to_boot_service
:imaging#manage#postinstall_delete
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Feature Read / Write ACL

Imaging - suite RW :imaging#manage#iconfiguration
:imaging#manage#isave_configuration
:imaging#manage#icomputersprofilecreator
:imaging#manage#icomputersprofilecreatesubedit
:imaging#manage#icomputersprofilecreatesubdel
:imaging#fmanage#icomputersprofileedit
:imaging#manage#icomputersprofilesubedit
:imaging#manage#icomputersprofilesubdel
:imaging#managetlist_profiles
:imaging#manage#figroupregister_target
:imaging#imanage#igroupimgtabs
:imaging#imanage#figroupbootmenu_remove
:imaging#imanage#display
:imaging#imanage#fdelete_group
:imaging#imanagefficomputersgroupedit
:imaging#imanage#edit_share
:imaging#managefigroupmsctabs
:imaging#imanage#isystemlmageManager#unattended
:imaging#manage#isystemimageManager#syspreplList
:imaging#imanage#ficomputersprofilecreator#tabdyn
:imaging#imanage#ficomputersprofilecreator#tabsta
:imaging#manage#ficomputersprofilecreator#tabfromfile
:imaging#manage#fcomputersprofilecreatesubedit#tabdyn
:imaging#fmanageffcomputersprofilecreatesubeditftabsta
:imaging#imanagefficomputersprofilecreatesubedit#tabfromfile
:imaging#manage#fcomputersprofilecreatesubdel#tabdyn
:imaging#fmanageffcomputersprofilecreatesubdel#tabsta
:imaging#fmanagef#fcomputersprofilecreatesubdel#tabfromfile

Feature Read/ Write ACL

Imaging - suite RW :imaging#manage#igroupimgtabs#grouptabbootmenu
:imaging#fmanage#igroupimgtabs#grouptabimages
:imaging#manage#igroupimgtabs#grouptabservices
:imaging#manage#igroupimgtabs#grouptabimlogs
:imaging#manage#igroupimgtabs#grouptabconfigure
:imaging#manage#igroupmsctabs#grouptablaunch
:imaging#manage#igroupmsctabs#grouptabbundle
:imaging#fmanage#igroupmsctabs#grouptablogs
:imaging#manage#figroupmsctabs#grouptabhistory

Actualizaciones:

Feature Read/ Write ACL

Updates RW :updates#fupdates#deployAllUpdates
:updates#fupdates#deploySpecificUpdate
:updates#fupdates#detailsSpecificUpdate
:updates#fupdates#fenableUpdate
:updates#updates#idisableUpdate
:updates#fupdates#fwhitelistUpdate
:updatestfupdates#blacklistUpdate
:updatestfupdates#greylistUpdate
:updates#fupdates#deleteRule
:updates#fupdatestfigrayEnable
:updates#fupdates#igrayDisable
:updates#updates#igrayApprove
:updates#updates#fbanUpdate
:updates#fupdates#fwhiteUnlist
:updates#fupdates#tblackUnban
:updatestfupdates#pendingUpdateByMachine
:updates#fupdates#auditUpdateByMachine
:updates#fupdates#fapprove_rules
:updatestfupdates#fapprove_products
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Feature Read / Write ACL

Updates RO :updates#updates#index
:updates#fupdates#detailsByMachines
:updates#fupdates#detailsByUpdates
:updates#fupdates#hardwareConstraintsForMajorUpdates
:updates#fupdates#MajorEntitiesList
:updates#fupdates#ajaxMajorEntitiesList
:updates#fupdates#ajaxMajorEntitiesListServ
:updates#updates#updatesListWin
:updates#fupdates#updatesListMajorWin
:updates#fupdates#majorDetailsByMachines
:updates#fupdates#igroupUpdateMajorEntity
:updates#updates#auditByEntity
:updatest#fupdates#auditByUpdate
:updatestfupdates#MajorEntitiesList#tabwin
:updatest#fupdates#MajorEntitiesList#tabwinserv

Administrador local Superadministrador Gestion de servidores:

Feature Read / Write ACL

Admin - On premise Super-Admin server management RW :admin#admin#switchrelay
:admin#admin#conffile
:admin#admin#detailactions
:admin#admin#qalaunched
:admin#admin#qaresult
:admin#admin#rules_tabs
:admin#admin#moveRule
:admin#admin#editCluster
:admin#admin#newCluster
:admin#admin#deleteRelayRule
:admin#admin#editRelayRule
:admin#fadmin#fmoveRelayRule
:admin#admin#ban
:admin#admin#unban
:admin#fadmin#editEntity
:admin#fadmin#deleteEntity
:admin#fadmin#fmanageproviders
:admin#admin#editProvider
:admin#admin#deleteProvider
:medulla_server#update#iviewProductUpdates
:medulla_server#fupdate#installProductUpdates
:medulla_server#fupdate#ajaxinstallProductUpdates
:medulla_server#update#frestartAllMedullaServices
:medulla_server#fupdate#fregenerateAgent
:admin#fadmin#rules_tabs#relayRules
:admin#fadmin#rules_tabs#newRelayRule

Feature Read/ Write ACL

Admin - On premise Admin server management RW :admin#fadmin#reconfiguremachines
:admin#fadmin#listUsersofEntity
:admin#admin#editUser
:admin#admin#deleteUser
:admin#admin#desactivateUser

Admin - On premise Technician server management RO :admin#admin#relaysList
:admin#admin#packageslist
:admin#admin#rules
:admin#admin#rulesDetail
:admin#admin#clustersList
:admin#admin#entitiesManagement
:admin#admin#downloadAgent
:admin#admin#downloadAgentFile
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