Instalacion del sistema operativo
Debian para el servidor Medulla

Caracteristicas técnicas

Servidor principal

Requisitos previos - Dimensionamiento de los servidores

Servidores de

retransmision multisitio

SO Debian 12.x

Arquitectura X86-64

CPU 8 nucleos

RAM 8GB

Particion / 20 GB en EXT4

Particion /var 400 GB como minimo en XFS o punto de montaje
en una bahia de almacenamiento

[Se) Debian 12.x

Arquitectura X86-64

CPU 4 nuicleos

RAM 8 GB
20 GB en EXT4

Particion /

Particién /var

400 GB como minimo en XFS o punto de montaje

en una bahia de almacenamiento

Instalacion del servidor Debian

Resumen:
aparar solo /var de / y ponerlos en LVM
stalar €l servidor SSH y las utilidades estandar del sistema
vinstalar ningun antivirus ni cortafuegos
finir UNa cuenta que
0 pueda €jecutar sudo sin contrasena

O pueda cOnectarse desde la IP 94.130.207.190




0 pueda COnectarse con la siguiente clave:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABgQCScgwfw]KM5BtgzAYu6FEe)5)W30nkzFp8D8piLR22kWbRCT/
AJ1z0jhS5ZDtnemumfidVPFbLkDf382u54pOU6)Gwy9GhvVEIXOSIzgxZMH5kcfeBE/80vr9zLtbRKsWQN
9YUSt5y6ImcSxuQNVhkRy49/5930amVJACSIitSV)68716hjogp4N8gUMVKkvNgEBDZVSPe0DXz2h7)EzO
Kx2ejjRaw22ve+qARTw+60gMP0aCLGt/m0Ocyv+90AZigQwWIPcUk+bBRJn3Ku+Bkw+JuLYURIVc4xoT
VT1JTWKXAzMIn4nrlislcOEx5eEHSkvs/fg)CgU28Fza5n5mBj/pbQRY+/AWLjvBVUuLiVReO7hq60fhrX9+j
7MWMCYCZQiHbk/r70prLyl2yGFX1DbgRGF1Sk2R9DtqRhwPzPxtQ7ZtKSjlhLjrZx])/YJLHSoUsw+4CHprj
zUOgXBt1RCQoyhYqEGcnuFyfd9dIBXCINkmp4jfz7CQjrC8uPgAtS1zQU= support@support

Configuracion de la particion de discos

Particione los discos siguiendo las instrucciones gque se indican a continuacion:

Realizar una particién manual




Creacién de la particion /boot

| [11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file system, mount point,
etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Conf igure software RAID

Configure the Logical Volume Manager
Conf igure encrypted volumes
configure iSCSI volumes

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back>»

[1!] Part Mion disks
How to use this free space:
Automatically partition the free space
Show Cylinder/Head/Sector information

<Go Back>

| [11] Partition disks |

The maximum size for this partition is 451.9 GB.
Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to use that percentage of the maximum size.

New partition size:

<Go Back> <Cont inue’

[11] Partition disks

Type for the new partition:

Privary
Logical
<Go Back>

| [11] Partition disks |

Please choose whether you want the new partition to be created at the beginning or at the end of the available space.

Location for the new partition:

Beginning
End

<Go Back>




{ [11] Partition disks |

You are editing partition #1 of SC5I1 (@,.8,0) (sda). No existing file sustem was detected in this partition.

Partition settings:
Use as: Ext2 file system

Hount point: /boot
Hount options: defaults
Labe]: none
Reserved blocks: SX
Typical usage: standard
Bootable flag: of f

Delete the Eartl

<60 Back>

Creacion del LVM

1 [11] Partition disks |

This is an overview of wour currently configured partitions and mount points. Select a partition to modify its settings (file sustem, mount point,
etc.), a free space to create partitions, or a device to Initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical volume Manager
Configure encrypted volumes
Configure iSCSI volumes

SCSI1 (@,e,8) (sda) - 451.@ GB QEMU QEMU HARDDISK
#1 _primary 439.1 f_ext2 /b
Undo changes to partitions
Finish partitioning and write changes to disk
<Go Back:>

———1 [!!] Parttion disks ———

How to use this free space:

Automatically partition the free space
Show Culinder/Head/Sector information

<Bo Back>

1 [!!] Partitlon disks |

The maximum size for this partition is 450.5 GB.

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20X") to use that percentage of the maximum size.
New partition size:

J456.5 cel

<Go Back> <Cont inue>

[11] Partiti®n disks

Tupe for the new partitio

Prirnari

<Bo Back>




| [11] Partition disks F

You are editing partition #5 of SCSI1 (6,98,0) (sda). No existing file system was detected in this partition.
Partition settings:

Use as: physical volume for LWM

Bootable flag: off

Delete the partit

<Go Back>

| [11] Partition disks F

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file system, mount point,
etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure encrypted volumes
Configure ISCSI volumes

SCSI1 (9,8,0) (sda) - 451.9 GB QEMU QEMU HARDDISK
#1 primary 499.1 HB f ext2 /boot
#5 logical 450.5G8 K lvm

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back»

1 [11] Partition disks |
Before the Logical volume Manager can be configured, the current partitioning scheme has to be written to disk. These changes cannot be undone.

After the Logical Volume Manager is configured, no additional changes to the partitioning scheme of disks containing physical volumes are allowed
during the installation. Please decide if you are satisfied with the current partitioning scheme before continuing.

The partition tables of the following devices are changed:
SCSI1 (e,9,8) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,8,0) (sda) as ext2

Hrite the changes to disks and configure LVM?
cves:]

Creacion del grupo de volimenes vg

[11] Partition disks
Summary of current LVM conf iguration:

Free Physical volumes: 1
Used Physical volumes: @
Volume Groups: ]
Logical Volumes: L

LV configuration action:

Dii lai conf iiural jon details

Finish

<Go Back>




{ [11] Partition disks |

Please enter the name you would like to use for the new volume group.

Volume group name:
r— 1

<Go Back> <Cont inue>

{ [11] Partition disks |
Flease select the devices for the new wolume group.
You can select one or more devices.

Devices for the new volume group:

<Go Back> l<Cont inue:]

Creacién del volumen légico Ivroot

—— [11] Partition disks |
Summary of current LVM conf iguration:
Free Physical Volumes: @
Used Physical Volumes: 1
Volume Groups: 1
Logical Volumes: 9

LW configuration action:

Display conf iguration details

Create volume inui

Delete volume group
Extend volume group
Finish

<Go Back>

17011) Partition disks |
Flease select the volume group where the new logical volume should be created.
Volume group:

e (450466MH5)]

<Go Back>

1 [!!] Partition disks |

Please enter the name uou would like to use for the new logical volume.

Logical wolume name:
J I

<Go Back> <Cont inue>




{ [11] Partition disks |

Flease enter the size of the new logical volume. The size mau be entered in the following formats: 18K (Kilobutes), 1@M (b }, 186 (Gi M
10T (Terabutes). The default unit is Hegabytes.

Logical volume size:
ocel________________________________________________________________________________________________________ |

<Go Back> <Cont {nue>

Repetir para los volimenes Ivswap y lvvar

| [11] Partition disks |

Please enter the name you would like to use for the new logical volume.

Logical wolume name:

1
<Go Back> <Cont inue>

| [11] Partition disks |

Please enter the size of the new logical volume. The size may be entered in the following formats: 18K (Kilobytes), 1@M (Megabytes), 106G (Gigabytes),
18T (Terabytes). The default unit is Megabytes.

Logical volume size:
[ ———— A A A e

<Go Back> <Cont inue>

] [11] Partition disks |

Pleaze enter the name you would like to use for the new logical volume.
Logical wvolume name:
el ________________________________________________________|

<GB0 Back> X <Cont inue>

| [11] Partition disks |

Please enter the size of the new logical volume. The size may be entered in the following formats: 10K (Kilobytes), 1@HM (Megabutes), 106G (Gigabytes),
107 (Terabutes). The default unit is Megabytes.

Logical volume size:
zoanel______________________________________________________________________________________________________________|
<Go Back> <Cont inue>»

Para obtener el siguiente esquema LVM:



[11] Partition disks

Current LVM configuration:
Unallocated physical volumes:
* none

(456468H8)
- Uses physical volume: /dev/sda5 (450468MB)
- Provides logical volume: lvroot (19998MB)
- Provides logical volume: Llvsuwap (998HB)
- Provides logical volume: lvvar (429471HB)

—— [11] Partition disks
Summary of current LVM configuration:

Free Physical volumes: @

Used Physical vVolumes: 1

Volume Groups: 1

Logical Volumes: 3

LW configuration action:

Display configuration details

Create volume group
Delete logical volume

Extend volume iruui

<Go Back>

Configurar la particiéon /

{ [11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file system, mount point,
etc.), a free space to create partitlons, or a device to initialize its partition table.

Guided partitioning

Conf igure software RAID

Conf igure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes

LVH VG vil LV lyroot - 20.8 GB Linux uwlce—maﬁer (linear)
LVH nﬂ; vg, LV lvsuwap - 998.2 MB Linux device-mapper (linear)
998.2 MB
LM \iB vg, LV lvwar - 429.5 GB Linux device-mapper (linear)
¥1 423.5 GB
SCSI1 (8,0,0) (sda) - 451.6 GB QEMU QEWU HARDDISK
#¥1 primary 493.1 MB F ext2 /boot
#5 logical 450.5 GB K lvm

Undo changes to partitions
Finish partitioning and write changes to disk

<60 Backy

{ [11] Part®ion disks |

You are editing partition #1 of LW VG vg, LV lvroot. No existing file sustem was detected in this partition.

Partition settings:

Use as: Extd journaling file system

Mount point: !

Mount optlons: defaults
Label:

Reserved blocks:

Typical usage: standard

Erase data on this

<Go Back>




Repetir para cada una de las particiones swap y /var:

Para obtener el siguiente esquema de particiones:




Instalacion de los paquetes

Comprobacion del servidor

sescargar €l script de verificacién desde https://dl.medulla-tech.io/nc/check server before install.sh

wget https://dl.medulla-tech.io/nc/check server before install.sh

jjecuta l0S siguientes comandos:

chmod +x check server before install.sh

./check server before install.sh

Todas las pruebas del script deben dar resultado correcto; una vez hecho esto, puede descargar el
script de instalacién a través del formulario de contacto:

https://github.com/medulla-tech/medulla/blob/master/README.fr.md

Si dispone de un contrato de asistencia técnica, envie el resultado a delivery@medulla-tech.io. Si
no es asi, pdngase en contacto con el departamento de «ventas» a través de nuestra pagina web

medulla-tech.io.



https://dl.medulla-tech.io/nc/check_server_before_install.sh
https://github.com/medulla-tech/medulla/blob/master/README.fr.md
https://docs.medulla-tech.io/medulla-tech.io

0s son los errores mas comunes:

1. Limites de Core Dump (limits)

Contexto: El archivo /etc/security/limits.d/10-coredump-debian.conf define el tamafio méaximo de
los archivos «core dump». Nuestro script espera valores especificos que no se corresponden con la
configuracién actual.

Coémo solucionarlo: Modifique el archivo mencionado para que se ajuste a lo esperado.

1. Abra el archivo: sudo nano /etc/security/limits.d/10-coredump-debian.conf
2. Modifique las lineas para que queden asi:

e * hard core infinity

e root hard core infinity

e * soft core 0

e root soft core O

Fuentes recomendadas: Documentacién de Debian sobre limits.conf y core dump .

2. Numero de archivos abiertos (Isof)

Contexto: Las lineas de 1sof correspondientes a los usuarios xxx y messagebus indican que el
numero de archivos abiertos actualmente se desvia del valor esperado por el script de verificacion
(a menudo porque hay servicios ya en ejecuciéon o mal configurados).

Como solucionarlo: A menudo es solo informativo, pero si necesitas reducir estas cifras:

e Identifique qué estan haciendo estos usuarios: ps -u ndmero de usuario con error .

e Reinicie los servicios asociados (por ejemplo: sudo systemctl restart dbus para
messagebus).

e Si los valores esperados son demasiado estrictos para su uso, puede que tenga que
ajustar el propio script de verificacién o los limites globales de ulimit .

Fuentes recomendadas: Manual de 1sof Yy gestién de descriptores de archivos en Linux.

3. Parametros de systemd (NPROC y SIGPENDING)

Contexto: Los valores DefaultLimitNPROC (nUmero maximo de procesos) y DefaultLimitSIGPENDING
(senales en espera) deben ser31541.

Como solucionarlo: Hay que forzar estos valores en la configuracién global de systemd para que
coincidan exactamente con lo esperado.

1. Modifigque el archivo de configuracién: sudo nano /etc/systemd/system.conf



2. Descomente o afiada las siguientes lineas:
e DefaultLimitNPROC=31541
e DefaultLimitSIGPENDING=31541
3. Recargue la configuracién y reinicie (o utilice systemctl daemon-reexec ).

Fuentes recomendadas: Documentacién de systemd-system.conf en freedesktop.org.
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